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1
Decision/action requested

This discussion paper discusses the need for dealing with maliciously behaving devices and proposes a structural approach to solutions for these devices.
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Rationale

3.1
Reason for this paper

During the study phase of 5G, the need for dealing with maliciously behaving devices was proposed by a few companies. Amongst others, Huawei [3] and KPN [2] independently proposed key issues and solutions. At the time, SA3 agreed that it was not necessary to include additional protection mechanisms in phase-1 of 5G due to increased complexity and the fact that mMTC was not in scope of phase-1. Now that the CIoT study is started, the source companies of this contribution are of the opinion that additional protection mechanisms should be studied in SA3. This paper presents a structure for studying the key issues and potential solutions.

3.2
Scoping of the Problem

3.2.1
Scoping of Attack Types
In a number of research papers, for example [4] and [5], show possible attack approaches for attacking an LTE network. Paper [4] is about an attack due to a signalling storm caused by repeatedly setting up a signalling bearar: “In order to setup a dedicated bearer, signaling messages are exchange among the different LTE network entities, namely UE, eNB, MME, SGW, and Packet Data Network Gateway (PDN GW). Twelve messages are required for the activation procedure, six of which are processed by the eNB. Furthermore, to deactivate this bearer similar signaling exchange takes place, also requiring 12 messages. Such signaling exchange imposes significant overhead and it can be amplified due to the fact that the maximum number of data bearers that a UE can establish is eight. Thus, a well-timed attack by a group of malicious users may cause a substantial strain on network resources. The attack would consist of a large number of dedicated bearer requests that are initiated simultaneously forcing setup and then teardown repeatedly.”

Paper [5] on the contrary exploits the way the radio scheduler works “In this paper we examine several DoS attack strategies against the LTE RAN and study how the MAC uplink scheduler enables certain ﬂavors of the attack, depending on the requested QoS of clients and the population of a cell, to be more effective than others. We study a variety of attack strategies in which we vary the trafﬁc QoS requirements of legitimate and malicious devices in lightly-used and densely-populated cells for increasing botnet sizes. Our simulation results indicate that a single attacker is capable of signiﬁcantly reducing the QoS experienced by legitimate devices in the same cell and, using certain strategies, inducing a complete denial of service for those clients.”

A short search will reveal more research papers that in more or less extend explain potential attack vectors on LTE. For 5G the literature is limited because researchers have not yet had the possibility to study potential attack vectors. Yet an interesting source is paper [6] which contains a summary of attacks from the literature in their figure 2. For reference sake we copied the figure below:
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Figure 1: An overview of attacks on the LTE mobile network according to figure 2 from [6].

This paper divides the attack space in Denial of Service, Distributed Denial of Service and Insider attacks on the one axis,and RAN, EPC and Internet/PDN on the other axis. With respect to the CIoT study, the types of attacks that we consider should be related to the fact that there are many more devices and that these devices can act maliciously. We therefore propose to declare the “Insider Attacks” out of scope for the CIoT study.

The attacks that are in the category of ‘Global / PDN / Internet’ are relevant for operators to deal with. Mobile operators may have legal or at least moral obligations to stop attacks coming from their subscribers. It cannot be denied that these attacks are relevant to be discussed and that countermeasures should be investigated. However, this does not mean that these countermeasures are in scope of the 5G CIoT study. Even further, we believe that they are not specific to the 5G CIoT study and should therefore not be in scope of the 5G CIoT study.

Scope limitation 1: Leave the “Insider Attacks” and “Global / APN”-type of attacks out of scope of this study.

In the follow-up paragraphs, we dive into the RAN and Core separately to further limit the scope.

3.2.1.1
Low Traffic Load Attacks

The low load attacks are a number of attacks that attack the network without overloading it with data. The attacks that are mentioned in the paper [6] by Jover include:

1.
Jamming attacks on the air interface (bullet 1, 2, 3 under “Local”);

2.
Exploiting software vulnerabilities in RAN and Core network; and

3.
Exploiting Femto-cell vulnerabilities to attack both RAN and Core.

With respect to these attacks, we observe the following:

1.
Jamming: This type of attack has been considered in the past by SA3 and the conclusion has been that SA3 does not need to consider mitigating measures for these types of attacks. The reason was that it’s a local attack and that this attack non-persistent if performed by a battery powered device. We see no reason why this would be different in the CIoT study and propose to keep mitigating measures for this attack out of scope of the study. 

2.
Exploiting software vulnerabilities: This type of attack is generally not in scope of SA3, apart from what has been studied and specified in the SCAS work items. We propose to keep mitigating measures out of scope of this study.

3.
Exploiting Femto-cell vulnerabilities: As of yet, Femto-cell vulnerabilities seems something that should be addressed in the a work item on small cells for 5G. As such, we propose to also leave these attacks out of scope of the CIoT study.

Scope limitation 2: Leave the “Low Load Attacks” out of scope of the study.
3.2.1.2
High Traffic Load Attacks

The high load attacks are a number of attacks that attack the network while overloading it with user plane data or with signalling. The attacks that are mentioned in the paper [6] by Jover include:

1.
HSS overload and/or core network element overload due to signalling storms (first three bullets under “Core”), e.g. by a botnet of phones (fourth bullet under “Core”);

2.
Base station overload with signalling traffic, e.g. SMS (first bullet under “Local”);

3.
Attacking by means of protocol misbehaviour (second bullet under “Local”); and

4.
Wide scale jamming.

With respect to these attacks, we observe the following:

1.
Core network function overload due to signalling storms: In this type of attack, a (high number of) UEs send(s) valid signalling messages that cause an overload in the network functions like ARPF, AUSF, AMF and/or SMF. An example of such an attack is the setup of dedicated bearers as explained in paper [4]. These attacks can be carried out against the core network and/or the radio network which means that their nature is either network-wide or local to a gNB.

2.
Base station overload due to SMS: The only description of this attack in paper [6] deals with UMTS and GSM and it is said that the attack is not possible in LTE networks. We therefore do not deem this relevant based on the attacks described in [6]. We propose to keep it out of scope for the time being.

3.
RAN Protocol misbehaviour: A description of this type of attack is missing in [6]. We cannot conclude anything with respect to this attack and propose to keep it out of scope for the time being.

4.
Wide scale jamming: This type of attack can be executed with a high number of UEs that are under control of an attacker. Considering SA3 past position on jamming, we propose to leave it out of scope of this study.

Scope limitation 3: Leave the “Basestation overload due to SMS”, “RAN Protocol misbehaviour”, and “Wide scale jamming” out of scope of the study.

3.2.2
UE Decomposition and Attacker Presence

In order to understand the different key issues and solutions, we need to understand the attacker model and the presence of an attacker on the CIoT UE. In order to do so, we should agree on a decomposition of the UE in such a way that the type of attack can be understood and that the mitigating measures can be evaluated.

According to TS 24.002 [7] (and TS 27.001 [8]), each UE consists of at least the following (logical) parts:

-
Mobile Termination. This part provides all the necessary features to access the network and is responsible for the radio signalling, core network signalling, and signal modulation, voice codecs, etc. This part is also known as the ‘baseband processor’.

-
Terminal Equipment: The TE is connected to the MT and uses TAF or AT commands to communicate with the MT part for requesting services, such as generic data connectivity or a voice call. The TE part also terminates the IP connection when a TE is connected to a internet APN. The TE is also known as the ‘application processor’; the TE is also where for example Android runs.

-
USIM: This is well-known to SA3.

Depending on which part of the UE the attacker has compromised, different types of attacks are possible. For example, manipulation of the radio protocols is only possible if the attacker manages to compromise the MT (and understands what to change – this is non-trivial). An attacker that has only compromised the TE part has limited options to attack the network because it is dependent on a otherwise correctly behaving MT. 

From an attacker perspective, the MT part may be easier to attack. The reasons are that (1) the MT part is the part that terminates the IP connection to the internet, which makes it exposed to the internet; (2) the MT part can be generic across multiple batches of devices, even if the manufacturer changes the TE part; (3) the TE part can be attacked either from the radio interface, the NAS protocol, or through the MT, which require rather local presence of the attacker prior to the attack. If we look at attacks that have been seen in the wild, they are often focussed on the TE part [9, 10] of the UE, and never (?) on the MT part [no references found].

Scope limitation 4: Initially limit the study to the effects of attacker presence on the TE part for which a correctly functioning MT can be assumed.

This proposal does not preclude that attacker presence on the MT cannot be studied in the future.

3.2.3
UE Identification Issues

One of the issues with Denial of Service attacks is that some of these attacks may come from an infected UE that impersonates another or non-existing UEs. Such an attack can be performed in case either the attacker is running a custom radio chip such as a software defined radio or when an attacker has obtained access to the MT-part of the UE. In such cases, the identification of the offending UEs is very unreliable because the attacker can change the identity at will.

For well-behaving UEs, the identification of the UE should be relatively straightforward. In particular for UEs that have authenticated and an active security context, the identification of the UE is easy and reliable. UEs that have not yet authenticated or for the security context is lost (either in the network or the UE), the identification should be regarded as unreliable. Furthermore, if a UE has not yet authenticated and no security context is available, potential signalling messages from the network to the UE cannot be protected and can therefore be abused for causing a denial of service attacks on unauthenticated UEs. We therefore propose to further limit the scope to those scenarios where integrity protected signalling can be used.

Scope limitation 5: Limit the key issues and solutions to scenarios where integrity protected signalling can be used.

3.2.4
Scoping conclusions

Based on the scope limitations proposed above, we arrive at the following proposal for limiting the scope of the key issues related to this part of the CIoT study:

Concrete proposal: Limit the scope of the key issues that deal with maliciously behaving devices to those attacks that cause a signalling overload situation in the core network by an attacker that has control over the TE part of the UE and those where security context exists.

3.3
Scoping of the solutions
The solutions should focus on parts that are in scope for SA3 to specify. For example, detection algorithms are out of scope of SA3. On the contrary, an interface to be used by a detection device is in scope of SA3 and the same applies for (new) signalling and procedures. Our proposal is to limit the solutions to these aspects, such that detection and prevention products can be developed on the basis of the interface that SA3 specifies without having to elaborate how these products should work internally.

Concrete proposal: Limit the scope of the solutions to interfaces, network procedures, and signalling messages.

This does not mean that solutions cannot describe a particular detection approach, however, the focus of solutions should be how the mitigating measure is implemented.
4
Detailed proposal

The above proposals are implemented in two companion contributions (S3-183011, and S3-183012) describing the key issue and a framework for a solution.
